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Chairman King, Congressman and members of the subcommittee, my name is Veronique de Rugy, and
I am a research scholar at the American Enterprise Institute, here in Washington DC. It is my pleasure to
appear before you today to discuss “The Need for Grant Reform and The Faster and Smarter Funding
for First Responders Act of 2005.”

International terrorism is probably the greatest security challenge America faces today. Policy
makers have responded in two ways — going after terrorists abroad and improving security against
terrorism at home by boosting homeland security funding. Regarding the latter, Congress and the
administration moved swiftly to create a Department of Homeland Security and increased total funding
for homeland security activities by 195 percent between FY2001 and FY2006." Total spending directed
to homeland security activities will be at least $49.9 billion for FY 2006, roughly $450 per American
household.?

On the issue of homeland security, the most important question is whether America is getting the
maximum level of benefit in exchange for this increase in spending. A substantial portion of new
homeland security spending is being used for grants to state and local governments. However, currently
grants to the state and local government appear to be allocated without risk and cost benefit analysis,
leading to a large amount of wasteful spending. Unfortunately, in the realm of homeland security,
wasteful spending jeopardizes the American people security.

The absolute amount of money spent on homeland security is not the issue in this testimony, but
the political process leading to the way the money is spent is. Economics suggests that if homeland
security spending decisions are made on a political basis rather than on a sound cost benefit analysis, it
will lead to the traditional public choice failures that plague government spending more generally. As a
result, homeland security funding is likely to be misallocated, resulting in a less than optimal level of
security in America.

In the first part of my testimony I will look at the way economists think about homeland security
spending decisions in general. Then | will apply these conclusions to the particular problem of grants to
first responders. | conclude that there is an urgent need to reform the grant system toward a risk-based
system, which would include removing the provision for minimum state allocations.

I1. The Economics of Homeland Security

The terrorist attacks in 2001 stimulated a concerted effort to adopt security measures that would
reduce the risks of similar events in the future. This was and is a logical response, as security, by
definition, is about prevention of adverse consequences from the intentional actions of others.
Economists think about security policies in terms of tradeoffs, formally comparing the costs and the
benefits, both pecuniary and non pecuniary.’

We all make security tradeoffs. For example, when we lock the door to our house in the
morning, we assess the small inconvenience of carrying a key in exchange for a modicum of security
against a burglary. People make security decision trade-offs all the time, choosing more or less security
as situations change. Optimal security decisions and policies require a good understanding of the risks
and tradeoffs we face.

Even presuming that politicians have chosen the level of spending on Homeland Security desired
by voters, it is natural to ask whether that level is optimal. It is difficult both for scientists and for
citizens to assess risks of events with low probability — such as acts of terrorism.* Uncertainty is what
could greatly magnify the terrorist threat, far beyond the actual damage that any single terrorist strike



has historically caused. In fact, it seems that it is precisely because of the uncertainty that accompanies
the terrorist threat, and the associated costs (e.g. the provision of security at a myriad potential targets,
reduced investments because of generalized uncertainty, disruption of travel, tourism, and perhaps also
trade), that few terrorists, armed with relatively primitive means, can effectively threaten even a
powerful nation. >

Thus, while the risks are difficult to quantify, there is reason to suspect that individuals may
irrationally ratchet up their assessments of terrorist risk, and hence, may ratchet up their demand for
homeland security spending. This may induce Congress to invest in projects that would not pass a cost
benefit test. But again, the problem is doing falling to make efficient spending choice is that each
misspent dollar is one that we do not direct to an effective protection of the American people and as
such is one that reduces our security.

What to invest in?

While terrorism is only recently the dominant security issue in the U.S., economists have long
studied the optimal provision of security more generally. In Gary Becker’s seminal paper on the
economics of crime, he uses the tools of economics to think about the incentives of criminals and how to
influence their behavior.® He explains that we can decrease unwanted behaviors by increasing their
expected costs or decreasing their expected benefits. This approach applies to terrorism as well.

The primary method of discouraging terrorists is to make it more difficult to attack our assets. In
effect, this reduces the “benefit” of a terrorist attack—since there presumably will be less damage—and
forces terrorists to incur higher “cost” as they seek alternate targets. We install Jersey barriers to keep
trucks away from important buildings, screen airline passengers, and employ internet firewalls. But it is
important to make sure that the resources used to fight terrorism are being used effectively. This is not
always the case. If a certain strategy reduces the threat of terrorism but has very high costs, it may not be
the best use of resources if there is another approach that generates similar benefits but has lower costs
to society.

For traditional criminals, potential incarceration is an important “cost” consideration and an
efficient tool in deterring crime. And it is an effective use of resources since imposing stiff jail sentences
is cheaper than guarding every house. Unfortunately, this approach is generally not effective against
terrorists because they tend to be ideological extremists who give little weight to the personal costs of
their actions. Suicide bombers, for example, will not be deterred by jail time. The most serious
implication is that the possibility of deterrence is greatly reduced.’

Second, we can combat terrorism by decreasing the expected benefits to terrorists, either by
increasing the probability of thwarting an attack or by decreasing the damage from a non-thwarted
attack. To thwart attacks, we spend money on the CIA, FBI, and law enforcement to try to detect
terrorist plots in advance. To decrease the damage from attack, we spend money on first responders,
build fewer skyscrapers, and buy gas masks. One important implication of Becker (1968) is that there
are tradeoffs between thwarting attacks and decreasing their damage: the more effective we are at
thwarting attacks, the less we presumably should spend on decreasing their damage, and vice versa.

Taking the analysis a step further, the most efficient options to combat terrorism tend to be
efforts to detect terrorists themselves or to respond effectively to minimize the damage after an attack
has occurred. Spending to defend particular targets is generally less efficient. Both results stem from
the fact that there are an almost unlimited number of targets, and the terrorist gets to choose where to
attack. For example, suppose there are 100 potential targets that we could perfectly defend for $20,000
a piece, that the damage from un-defended attack would be $500,000, and that we could mitigate one-
tenth the damage from attack by spending $50,000 on first responders.



If we knew where the terrorists would attack, we could spend $20,000 to save $500,000, which
would be a prudent investment. But if don’t know the target, we would have to spend $2,000,000 to
defend all 100 targets, which outweighs the $500,000 in damage. On the other hand, even if we did not
know the target, we could spend $50,000 on first responders to reduce the damage by $250,000, which
is an efficient tradeoff.

Of course, if we could track down terrorists in advance successfully, that would to prevent
attacks on all possible targets, that approach would have similar efficiency properties as spending on
first responders. In fact, it is possible that spending more money on intelligence and investigation might
be far more cost effective than spending a little on every possible target or even waiting to be attacked
and then cleaning up efficiently.

This raises again the notion of tradeoffs. Since the number of possible attacks is effectively
unlimited and the resources we can devote to the fight against terror are limited, it means that spending
should not occur without a careful cost-benefit analysis. It is perfectly reasonable to decide not to
implement an antiterrorism measure, not because it has no benefit, but because the tradeoffs are too
high. For instance, locking up every Arab-looking person would reduce the potential for terrorism
perpetrated by Islamic fundamentalists, but no reasonable person would suggest this approach because
the costs (both pecuniary and moral) are too high. In the US, there are laws that prohibit police from
profiling by characteristics like race, because we believe that such measures are unacceptable, but not
because we believe them to be ineffective.

In the same way, some antiterrorist countermeasures might yield very high returns and reduce
exposure to attacks tremendously, but the costs of implementing them are extremely high. If we install
Jersey barriers around all major buildings and critical assets in the country, our exposure to attacks will
be substantially lower, but the costs involved would be astronomically high.

Table 1. Cost Effectiveness of Selected Antiterrorism Expenditures

Wasteful Outlays Major Sacrifices
High S Sy afifiine Surround all critical
Cost infrastructure with concrete
Cost to passenger Jersey barriers
Prevent
Terrorist Simple Steps Efficient Outlays
Attack
ég‘g Store fewer chemicals at water- |Place barricades on airplane
treatment plants cockpit doors
Low Benefit High Benefit

Benefit From Reduced Exposure to Attack

Efficient expenditures concentrate limited resources on the most cost-effective expenditure rather than
simply on the effective ones. In other words, because security always involves a tradeoff, more security
spending does not always mean more security and more security does not always make us better off.

Who should pay for Homeland Security?



Before turning to an evaluation of grant programs, one should also evaluate the economic
reasoning behind federal provision of homeland security. National defense is often cited as the
archetypal public good, i.e., one person’s consumption of the good does not prevent another person from
consuming the same good.® Another characteristic of public goods is that they are non-excludable, i.e., it
is hard or impossible to prevent anybody that desires from getting access to and enjoying the public
good once it is produced. Private goods have opposite characteristics: they are rival and excludable.

Economic theory suggests that it is efficient to have governments provide public goods, but to
resort to private markets for the provision of non-public goods, e.g., governments should provide
national defense, but markets should produce washing machines.

As already mentioned, a key feature of terrorism is that the threat is generalized (it can happen
anywhere, at any time) and yet any particular attack is “local.” By implication, homeland security is a
mix of public and private goods. Accordingly, governments should provide some types of homeland
security, while other types are best left to private markets. For example, governments should invest in
intelligence gathering to track down terrorists, since this is a public good that benefits all citizens. But
the protection of private property, such as personal residences, should be left to individuals because it is
not a public good.’

A similar logic applies to which aspects of homeland security are public goods at the national
versus state level. (See Table 2.) Espionage, intelligence, and immigration control benefit all the states,
so the federal government should make these investments. But the benefits of protection of public
infrastructure like bridges and water treatment plants are enjoyed by the residents of a particular state,
rather than many states, so these investments should be made at the state level. In the same way, the
benefits of building a strong first responder’s capacity will be enjoyed by the residents of a particular
state, so the investment should be made at the state level. This is not to say that the entire economy
might not suffer were a specific bridge to be destroyed, but rather, that the principle economic impact of
such an unfortunate event would be felt locally.' Identically, even the entire country will suffer if one
given state was suffer a successful terrorist attack, the benefits of a well functioning first responder’s
response are mainly local ones.

Table 2: Who should be responsible for Homeland Security?

Federal Government State and Local Government Private Sector
Espionage Protection of Infrastructure Protections of Infrastructures
Intelligence such as:_ Bridges, Water _such as: Privately ovyned

T reservoirs, and Ports infrastructures, Stadiums,
Immigration Skyscrapers and individual
Electric grid First Responders houses

A Public Choice Approach to Homeland Security Spending

Public choice theory also can be applied to homeland security spending. Many decisions on
homeland security come through the political process. According to public choice economics, each
participant has an incentive to maximize the political benefits of any particular action. This means that
decisions are not always based on an assessment of the common good.



Public Choice theory underlines the different incentives and processes that operate when goods
are sought through political means rather than through economic means.** For instance, if you have to
use your own money to buy the lock on the door to protect your house, you will make sure that the
increased security from the lock is worth the price of the lock. In the words of Buchanan (1969), an
individual spending his own money makes sure that anticipated benefits exceed the costs. * In the
political process though, the people buying the lock are rarely the ones paying for the lock. As such,
they have less reason to balance costs and benefits.

The political appropriation and distribution of goods concentrates its benefits and disperses its
costs. Many people can be taxed at a low rate so a small number of people can be given large sums.
Special interests groups have an incentive to lobby the government to see that wealth is transferred to
them. The term economists use to describe such lobbying is "rent-seeking."** These pressure groups
have a clear advantage in a political process where politicians are frequently accused of hearing nothing
from the many and a lot from the few."

But policymakers represent an interest group too. In seeking reelection, they have an incentive to
please those who might have money or votes to contribute to them. For instance, being elected by state
voters rather than federal ones, a Congressman has an incentive to try to bring back to his state as much
federal money as possible rather than to fight to cut down federal spending.™® A good example of this
phenomenon is the increasing number of low priority and wasteful spending items— also called pork
barrel spending—introduced by Congress at the last moment into federal spending bills and directed at a
specific state locality or at a specific facility. In the same way, politicians are likely to favor and transfer
wealth to targeted industries—like the farm or the automobile industry. *°

Thus, constituencies and interest groups are created for each particular political benefit program,
and it may become, if this theory is correct, nearly impossible to develop policy initiatives without their
input. This of course has major implications for the way politicians will make decisions about homeland
security spending. First, because policymakers who are ultimately making homeland security decisions
are often not the ones making the tradeoffs, it is possible that they will throw money at the problem
rather than finding the most cost-effective antiterrorist measure to adopt. Also, lawmakers are likely to
use homeland security funds to achieve non-homeland security agendas through the use of pork barrel
spending and corporate welfare.

Finally, “homeland security” pressure groups—e.g. first responders, state officials and/or
specific industries like the airline industry—may have an incentive to lobby lawmakers to try to grab a
bigger share of the funding allocated to homeland security programs and /or to transfer their
responsibilities to the federal government. In a recent paper, Besley et al. (1999) look at the tradeoffs
between centralized and decentralized provision of local public and private goods.!” They emphasize the
importance of the politics of decision making for the move toward more centralization of local
responsibilities and the inefficient allocation of resources resulting from this process.'® Federalization of
airline screeners and the trend toward the federalization of law enforcement and first responder
programs are recent examples that may be consistent with this evidence.

V. First Responder Grants

The September 11" attacks revealed some gaps in the ability of local officials to respond to
terrorist attacks on major urban cities. In response, Congress moved swiftly to appropriate homeland
security funds to state and local governments. Total federal homeland security spending to state and
local govelgnments increased from $2.7 billion in FY2001 to $8 billion in FY2006 (a 1962 percent
increase).



A significant portion of that effort was directed to “first responder” programs — essentially
federal funds for state and local police and fire departments. Homeland Security funding to state and
local governments for first responder programs increased from $616 million in FY2001 to $3.36 billion
in FY2006 (a 500 percent increase).” But the biggest share of this first responder program explosion
took place in the form of grants to lower level governments.

While the quantity of funds is significant, the funds are not being allocated according to a plan
that was devised by security experts or by economists. In keeping with the way Washington spreads
federal taxpayer’s money to the states—whether for highways, education or emergency preparedness—
DHS follows in part a formula set by Congress that provides every state with a guaranteed minimum
amount of state grants regardless of risk or need. Specifically, the formula written into law by Congress
into the Patriot Act after September 11" guaranteed each state 0.75% of the total amount appropriated to
DHS for state terrorism preparedness grants, with smaller shares going to territories like Puerto Rico. It
amounts to 40 percent of the total pot of money being divided up equally among the states, regardless of
size, risk, or need.

Prior to September 11", total funding covered by the formula—i.e the State Homeland Security
Grant Programs (SHSGP), which is the sum of a series of separate grants, plus Critical Infrastructure
Protection Grants—amounted to $97 million.?! It means that in 2001 the guaranteed minimum each state
would receive was less than $1 million. However, due to the 20-fold increase in this program between
FY2001 and FY2003 from $97 million to $2,066 million the minimum guaranteed amount each state
was receiving went from $1 million to $15.5 million regardless of risk or need.? In FY 2004, this
minimum guaranteed sum was roughly $13 million In FY2005, the amount allocated decreased along
with the minimum guaranteed but still be significant.

After this 40 percent of SHSGP is allocated to states, the 60 percent left over is apportioned
among states based on population, not risk. For the smallest states, this formula means an additional $2
million on top of the guaranteed minimum. In FY2004, the two combined allocation formulas resulted in
Wyoming, the least populous state, receiving $17.5 million and California, the most populous state,
receiving $164 million regardless of risk or need.”® And according to the same calculation, in FY2004
Wyoming is guaranteed to receive a minimum of $15 million and California, the most populated state, at
least $133 million.

The underlying theory behind this all-state-minimum formula is that terrorists could strike
anywhere and that heads of homeland security agencies in rural and small states throughout the country
have now become convinced that their turf is just as threatened as Washington, New York or Chicago.
The journalist Amanda Ripley adds in the New York Times Magazine “when asked about relative risks,
these officials talk about relative worth and the right of their citizens to get the same kind of protection
that they are afforded in other places in the country.”?*

The theory that money should be spent smoothly across states has not been supported by
reasoned analysis during the public policy debate. And experts in the field have reached different
conclusions. The Insurance Services Office (ISO)—a private company—serves the insurance industry
by maintaining data on risks of all kinds and helping insurance companies underwrite policies at prices
commensurate with those risks. In 2003 1SO did a research project to set objective prices for terrorism
insurance. They surveyed five former FBI, CIA and Pentagon intelligence experts and applied their
opinions to a database of 300,000 potential targets. They then used this information to set baseline rates
for terrorism insurance. Their conclusion is the following: The highest risk cities in the U.S. are New
York, Washington, DC, Chicago, San Francisco and those at high risk of attack are Los Angeles,
Philadelphia, Houston, Seattle and Boston.?



Many other glitches in the homeland security grant distribution are the result of those two
government formulas. For instance, among the top 10 states and districts receiving grants only the
District of Columbia also appeared on a list of the top 10 most at risk places.?® Currently, states in rural,
less populated areas, or populated areas — but less likely to be targeted by terrorist acts — often receive a
disproportionate amount of grant money.

Table 4 shows how much in dollars per capita each state received from State Homeland Security
Grants Programs for FY2004. New York State received 4.68 percent of general grant money while its
population accounts for 6.55 percent of the nation’s population. California received 7.95 percent of
general grant money while its population accounts for 12 percent of the nation’s population. And
Wyoming, which has a population that accounts for 0.17 percent of the nation’s population, receives
0.85 percent of all the grant monies. This translates t0$5.41 per capita in New York State, $4.97 per
capita in California and $37.74 per capita in Wyoming. And spending on U.S. territories is equally
variable. In FY2004, the US Virgin Islands received $104.35 per capita, Guam $90.36, and Northern
Mariana Islands $54.

One should not conclude that more money should be handed to states with a lower dollar grant
per capita or with a large population like California or that money should be taken away from small
states with high dollar per capita. Cox (2004) points out “It is not the case that American Samoa should
receive proportionately less or should, in the nature of things, receive more or less than anywhere else,
except in my view, if security needs require it.”%’ In other words, grant money should only be distributed
based on an evaluation of risk and security need and nothing else. The political formulas used now to
allocate the money disconnect the funding from the risk of being attacked.

The same lack of assessment of risk and need exists in the way states allocate or pass through the
funding from DHS to their localities (they are obligated to pass through 80 percent of the money
received).”® For instance, Carafano (2004) reports “California distributes its federal grants in base-
amounts of $5,000 to each county, an amount so small and arbitrary it seems that it is difficult to
imagine how it could be used productively.”?

Finally, almost three years after the State Homeland Security Grant Program was launched, first
responders across the Nation have not received the vast majority of the $6.3 billion that congress and the
Administration have allocated in terrorism preparedness grants since September 11 (FY 2002 to
FY2004).%° In fact $5.2 billion in the Department of Homeland Security grant money remains in the
administration pipeline, waiting to be used. And soon the money allocated for FY2005 and requested by
the President FY2006 will be added to the funding pipeline (another $5.2 billion).



Table 4. Dollars Per Capita Received by States From Homeland Security First Responder Grant Programs

for FY2004
State Grant DoI_Iars per State Grant DoI_Iars per
Capita Capita
Virgin Islands 104.35 Oregon 9.18
Guam 90.36 Puerto Rico 8.82
Northern Marina Islands 54.00 Kentucky 8.57
Wyoming 37.74 South Carolina 8.52
American Samoa 37.54 Alabama 8.24
District of Columbia 34.16 Louisiana 8.24
Vermont 31.43 Colorado 8.17
North Dakota 30.82 Minnesota 7.81
Alaska 30.18 Wisconsin 7.57
South Dakota 26.32 Maryland 7.53
Delaware 24.86 Missouri 7.45
Montana 22.66 Avrizona 7.43
Rhode Island 20.00 Tennessee 7.37
Hawaii 17.75 Washington 7.22
New Hampshire 17.44 Indiana 7.21
Maine 17.26 Massachusetts 7.14
Idaho 16.65 Virginia 6.75
Nebraska 14.10 North Carolina 6.49
West Virginia 13.73 New Jersey 6.45
New Mexico 13.39 Georgia 6.40
Nevada 11.84 Michigan 6.19
Utah 11.56 Ohio 6.00
Kansas 10.65 Pennsylvania 5.89
Arkansas 10.63 Illinois 5.85
Mississippi 10.32 Florida 5.45
lowa 10.20 New York 5.41
Connecticut 9.30 Texas 5.24
Oklahoma 9.27 California 4.97

Source: Author's calculation based on Office of Domestic Preparedness, "Fiscal Year 2004 Homeland
Security Grant Program™ and US Census Bureau, "Annual Population Estimates 2000-2003."

V1. Use Of Homeland Security Grants

The lack of risk-based funding coupled with the absence of federal terrorism preparedness
standards or goals to guide expenditure of funds at the state and local levels has resulted already in some
questionable uses of homeland security grants (whether they are DOJ, HHS or DHS grants).*
Expressing his concern, former Senate Budget Committee Chairman Nickles notes, “Congress is
creating programs under the banner of homeland security, which in some cases, some cities and some
states are using as more or less revenue sharing.”** And Chairman Chris Cox notes that “there have been
numerous reports suggesting that the first responder monies that have been received and spent to date
have not necessarily gone to the first responders who need it most, or for projects that materially
enhance our homeland security.”*

The data support their fears. The misuse of federal funds by states and local governments includes:



e $63,000 spent on a decontamination unit that is now stored in a warehouse in rural Washington State
because the state does not have a HAZMAT team to use it.**

e $22,800 spent by Mason County, WA to buy six radios that are incompatible with county radios.*

e $30,000 used by officials in Lake County, TN, to help a high school buy a defibrillator to have on
hand for a basketball tournament.®

e $500,000 spent by Outagamie County, WI. (pop. 165,000) to buy chemical suits, generators, rescue
saws, disaster-response trailers, emergency lighting, escape hood, and a bomb disposal vehicle.*’

e $98,000 spent on training courses in incident management by the Tecumseh fire department in
Lenawee County, MI that no one attended. *

e $557,400 awarded to North Pole, a town in Alaska (1,570 people), for homeland security rescue and
communications equipment.

e $183,000 spent by Tiptonville, TN (7,900 people) to by an all-terrain vehicle, a couple of defrillators
and protective suits for the volunteer fire department.*

These are not isolated cases of unfortunate uses of homeland security funds. Meanwhile,
as Senator Nickles points out, “[Large and high risk cities] are as likely to waste homeland funds
as low risk areas.”*" Senator Conrad notes, “I have heard from individual departments that
spending initiatives that were pending previously that were not approved, once they were given
the label of homeland security, whether or not they fit the description, sailed through.”** For
instance, Washington DC—incontestably one of the high threat areas in the country—used the
region’s first wave of homeland security aid as “seed money” for a computerized car towing
system that the mayor had promised for three years to help combat fraud by private towing
companies and to buy leather jackets.** D.C. also used $100,000 to fund the mayor’s popular
summer jobs program.*

According to DHS officials, DHS spending has been the subject of many audits, none of
which found any systemic cases of fraud or abuse of program funds. Indeed, many of the
purchases made with DHS funds were allowable and justified under Department guidelines. To
end the discussion there, however, ignores the larger point that the system for disbursing
homeland security funds is flawed and does not ensure that the greatest priorities are funded.
While the audits did not find systemic problems, some of their specific recommendations fit well
with Chairmen Nickles and Cox” arguments on this point. For instance, the Inspector General’s
audit of first responder grants admonishes, “Efforts to monitor and measure the impact of first
responder grants needs to be improved.”* The Inspector General’s report on Port Security Grant
Program notes that many grants were given to port security projects that “appeared to be for a
purpose other than security against an act of terrorism.”*

Spending $58,000 on a rescue vehicle capable of boring through concrete to search for
victims in collapsed buildings in Colchester, Vermont (18,000 people), for example, may be
allowable and justifiable under DHS guidelines, but are those guidelines appropriate?*’ And
while there may be some ways to justify spending homeland security funds in this location, we
should question whether locations like Vermont, Michigan, or Tennessee are truly the front lines
in the war on terror.

VI1I. Are Federal Grants to States Efficient?



The real question is whether these problems with homeland security grants to the states are not
simply symptomatic of any federal grant system. If that is the case, it means there are more productive
ways to protect America than federal grant programs to state and local governments.

In theory, the United States is a federal system, meaning that the federal government was
designed to have specific limited powers with most basic functions left to the States. But in the last fifty
years, the federal government has undertaken a large number of activities that were traditionally and
constitutionally reserved to the states. To extend its power into state affairs the federal government has
developed a vast and complex system of grants to states and local government.*®

In FY2005, the total amount of federal grants paid out to the states and local government is
scheduled to reach well over $425.8 billion. President Bush requested $435.7 billion for grants for
FY2006.* According to the GAO, over the past 20 years the number of federal grant programs to states
and local government has proliferated from less than 450 in 1980 to roughly 700 in 2001.>° These grants
are directed towards a huge range of activities such as education, healthcare, transportation, housing and
more.

To be sure, these grants are an imposition of federal priorities on state and local government.>
But are they an economically efficient way to manage homeland security spending?>

Numerous reports have pointed at the complexity and redundancy in the federal grant industry as
well as at the mismanagement, fraud and abuse of federal funds. The GAO notes “GAQO’s work has been
pointing out the chronic problems of federal grants since at least 1975.>® And in spite of GAO
recommendations and occasional reforms, the same problems remain. So although the initial goal of
grant programs might be a high-minded purpose—such as help for poorer regions or homeland
security—they frequently have turned out to be an extremely ineffective way to achieve a policy goal.

The unsatisfactory performance of federal grant programs has been repeatedly reported. Indeed,
the Office of Management and Budget regularly points out that grant programs have poorer
performance, on average, than other federal programs.® These grants often come within the frame of
one-size-fits all federal regulation, which reduces States’ incentive to be innovative.

This abundant literature serves as evidence that federal grants and funds to states are a wasteful
way of providing government services to Americans. There is no reason to believe that it will suddenly
become an effective way to enhance America’s homeland security. In addition to the problems
underlined in the previous section, GAO reports that homeland security grants are already following the
same troubling pattern of other federal grants.> First, the amount of homeland security funds transferred
to lower level governments is growing at an impressive rate. Homeland security funds—which included
grants from DHS, DOJ and HHS—handed down to the states for first responders alone increased from
$2.7 billion in FY2001 to $5.5 billion in FY2005.%° In FY2005, a total of $8.4 billion will be paid by the
Department of Homeland Security in the form of grants to state and local governments to finance
homela5r17d security activities. The president’s FY2006 budget proposed to raise that amount to $9.1
billion.

Second, excessive complexity and duplication in the federal homeland security grant industry is
already quite evident. For instance, GAO describes the extreme complexity and fragmentation of the
major federal homeland security assistance programs targeted to first responders. >® Some grants go to
state emergency management agencies, some go to state fire marshals, some go directly to local first
responders and some go to the cities. Some grants are paid by DHS through the Office of Domestic
Preparedness and/or through FEMA, some are paid by the Department of Justice through the Office of
Justice Programs and/or through the Office of Community Policing Services and others are paid by the
Department of Health and Human Services through the CDC and/or through the health Resources and
Service Administration. Finally, there at least 16 overlapping grant programs for local first responders
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such as firefighters and local law enforcement — highlighting the problem of duplication in the federal
grant program.>®

And like other grant programs, homeland security grants have spurred much wasteful lobbying
activity.®® Edwards (2004) reports “On March 4™ 2004, 3,000 officials flew into Washington to lobby
Congress for larger first responder grants; they were followed on March 16 by firefighters from across
the country coming to lobby Congress.”®* Other officials are coming to complain about the level of
grants they are getting compared to others and asking for a level playing field.

And yet, when Senator Nickles asked Homeland Secretary Ridge in February 2004 “these [first
responder] funds, correct me if I am wrong, these funds really aren’t supposed to be a subsidy for local
police and fire, is that correct?” former Secretary Ridge replied without blinking “That’s correct.”®

Our homeland security is only as strong as the weakest link. Most dollars spent on anything else
than the weakest link—in term of probability of something happening, the likelihood of it succeeding
and the consequences of it occurring—are likely to be a waste of money. It means that giving state and
local government money to increase their capacity to response to a terrorist attacks is the wrong answer.
The Council on Foreign Relations measured the cost of equipping every sate and U.S. territory with
enough resources to conduct each critical homeland security task could be at least $103 billion per
year.”® And this level of funding could not even guaranty the U.S against devastating attacks.

According to security expert Bruce Schneier “critical to any security decision is this notion of
trade-offs, meaning the cost—in terms of money, convenience, comfort, freedoms and so on—that
inevitably attached themselves to any security system.” He adds “better understanding of trade-offs
leads to a better understanding of security decisions.”®* A recurring recommendation from the GAO
over the years has been the need to use risk management as an important element in developing a
national strategy to fight terrorism.®

Risk management is about playing the odds. It is figuring out which attacks are worth worrying
about and spending money on and which are better left ignored. It is spending more resources on the
serious attacks—defined as being very likely or if successful having devastating effects—and spending
less on the trivial ones. It is taking a finite security budget and making the best use of it. In other words,
homeland security should be about wise choices, not just increased spending.

Risk management is also about figuring out who is the best player suited to address a given risk.
At the federal level, homeland security should be about preventing adverse consequences from the
intentional and unwarranted actions of others. In that sense, federal homeland security grants are not
making us more secure. The grant programs—especially the first responder grants—are predicated on
the notion of cleaning up after terrorists successfully attack. This is a huge waste of our scarce federal
resources. Cox (2003) notes, “The mission of the Department of Homeland Security must be first and
foremost to prevent another deadly attack on the United States.”®® And he adds “A dollar spent on
preventing the next terror attack is vastly superior to spending dollars on cleaning up the mess when we
fail to do job one, which is preventing terrorism.”®

Homeland security should be based on the investigation, interdiction and elimination of terrorist
threats. As Governor Mitt Romney (R-MA), co-chairman of the National Governors Association’s
homeland security efforts, points out “Many states are focusing too much efforts on preparing to respond
when the most important investment would be preventing terrorist attacks.”®® It means that the billions
going to states and local governments would be best spent on bolstering the ability of federal law
enforcement and intelligence services to achieve these goals instead of subsidizing local fire stations
throughout the country.

Alternatively, instead of wasting money on building response capacity, federal funding
could be spent to create a truly national prevention system with a robust capacity for state and
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local intelligence, early warning, exchange and exploitation of information and domestic
counterterrorism. According to James Carafano (2004), grant programs have proven far more
effective when federal money has been used to fund vulnerability assessments and to encourage
public-private partnerships that adopt sustainable and effective security programs.®

It does not mean that investing money on first responders in not important. However, states and
local communities should be in charge of most of their preparedness efforts. If police officers feel they
need more equipment to do their job, or firefighters need training or gym memberships they are not
getting right now, they should turn to their state and local officials for funding.

More importantly, leaving the responsibility for developing proper first responder policies to the
states makes much sense. Federalizing first responder programs accentuates the public choice problem
that already plagues the political process. When first responder programs are funded at the federal level,
a Congressman from Wyoming has no incentive admitting that his state is not a likely target or that if it
ever were a target, the level of damages would be limited. This same Congressman has no incentive to
turn down federal money, and even less incentive to volunteer sending his state taxpayer’s dollars to
benefit other states. By contrast, when first responder programs are states’ responsibility, then this same
Wyoming Congressman in theory should have a stronger incentive to assess risk and potential damages
to his state accurately. He should have an incentive to decide whether to spend more on homeland
security or on other accounts.

It does not mean that local communities would never have any claim to federal funds in case of a
terrorist attack. But these funds should be accessed only when needed in case of an emergency, in the
same way that FEMA funds can be accessed following a natural disaster.”” But implementing this
system should not be an excuse to federalize the cost of state and local responsibilities.

Economics and public choice theory suggest a natural organization that appears to have eluded
lawmakers so far. Not every jurisdiction needs a bomb squad. What every jurisdiction needs is to know
where they can get a bomb squad if they need one, and/or where to ask if they need to find a bomb
squad. Today, it is incredibly easy and fast for a team of specialized responders to fly from one state to
another and to help the state in distress. After September 11", individuals, firefighters, police officers
and many others all over the country mobilized to help New York and Washington. And that would
happen again.

VI1IIl. The Need for Grant Reform

The evidence suggests that homeland security grants to state and local governments are at times
wasted. Accordingly, reform of this system is a worthy priority. The highest priority for federal spending
IS not to service every one of state and local governments’ needs. The priority must be to create a true
national preparedness system. To that effect, funds should be distributing strictly based on risk and
vulnerability. A first step in that direction would be to eschew the requirement that every state get part
of the homeland security money. Also, because the grant system has proven to be very ineffective in the
past, money should not be allocated through grants.

On July 22, 2004, the National Commission on Terrorist Attacks Upon the United States (9/11
Commission) issued The 9/11 Commission report recommending among other things that federal
homeland security assistance be distributed to state and local government based on risk and
vulnerability. It added that, “Federal homeland security assistance should not remain a program for
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general revenue sharing. It should supplement state and local resources based on the risks or
vulnerabilities that merit additional support.”™

Other critics of the present funding distribution method include House Homeland Security
Committee Chairman Chris Cox. To that effect, his legislation, the "Faster and Smarter Funding for First
Responders Act of 2005" would authorize the Secretary of the Department of Homeland Security (DHS)
to change the criteria used to distribute funding to DHS’ major programs in order to base grants to state
and local governments primarily based on the risk of terrorist attacks and the magnitude of potential
damages—not population.” Under the Cox proposal, most states would get a 0.25 percent of the
available first responder dollars—instead of 0.75 percent. However, those States with substantial land or
water borders with Canada and Mexico would be eligible for 0.45 percent.

Last year, the House version of intelligence reform legislation (HR10) included language, which
originated in the House Selected Committee on Homeland Security, changing the funding formula to
base homeland security grants on risk assessment and changing the formula so each state would receive
at least 0.25 percent of the total grant pool (versus 0.75 percent with the current formula). It immediately
triggered very strong oppositions in the Senate. Senator Leahy (D-VT), member of the powerful
Homeland Security Appropriations Subcommittee, for instance, has argued that dropping the all-state
minimum formula would “shortchange rural states.””*In the end, the language did not survive the House-
Senate conference.

A surprising endorsement of the intelligence bill’s risk or threat-based model came from
seventeen fire and police organizations. In a letter to Rep. Peter Hoekstra (R-Mich), chairman of the
congressional conference committee, they wrote “We believe that the funds should be distributed based
on a risk or threat-based model.””* They even went further than the House version of the intelligence bill
(HR10). They wrote, “To the extent that state minimums are included, we urge that the minimums be
kept low, in order to provide maximum funding to areas of greatest need.”” Yet, again the victory of
logic over state dependency did not see the light of day due to the extreme resistance to the idea.

This year, the President’s FY2006 budget also tries to move toward a risk based allocation of
homeland security funds. To that effect, the administration’s budget rightfully restraints the amount of
grants going to state and local governments. It also makes an effort to restructure DHS grants to focus
on strategic needs rather than giving fixed allocations to individual states. Moreover, the President
decided to adopt the basic principles of the “Faster and Smarter Funding for First responders Act,” as
passed by the House in H.R. 10 during the108"™ Congress and change the formula so that states would
get a 0.25 percent of the available funds.”

Secretary Chertoff explains “We have to put the resources where the highest threats are.” He has
ordered an internal review of his agency’s organization, operations and policies. In a statement before
the House Appropriations Committee’s Homeland Security Subcommittee, Chertoff said,” | want to
emphasize that our analysis of threats and risks posed to the United States by terrorists will drive the
structure, operations, policies and missions of the department, and not the other way around.””’

Delivering a speech at the George Washington University Homeland Security Policy Institute,
the Secretary explained, “We need to adopt a risk-based approach in both our operations and our
philosophy. Risk management is fundamental to managing the threat, while retaining our quality of life
and living in freedom.” More importantly, he added, “Here I inject a note of caution because the media
and the public often focus principally on threats. Threats are important, but they should not be automatic
instigators of action. A terrorist attack on the two-lane bridge down the street from my house is bad but
has a relatively low consequence compared to an attack on the Golden Gate Bridge. At the other end of
the spectrum, even a remote threat to detonate a nuclear bomb is a high-level priority because of the
catastrophic effect.”
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If the President’s proposal or the “Faster and Smarter Funding for First responders Act 2005”
were adopted, it would be an important step in the right direction and a serious improvement of how we
are spending homeland security funds to protect our nation. However, it probably won’t go through
without other serious resistances in the Senate.

The Senate already offered signs that lawmakers may buck the Bush administration on spending
priorities. An amendment to the 2006 budget resolution (S Con Res 18) offered by Senator Susan
Collins (R-Maine) and Joe Lieberman (D-Conn.) restoring $855 million in first responder funding that
was eliminated by the administration was approved earlier in March. In a prepared statement, Joe
Lieberman explained “Homeland security cannot be had on the cheap and our first responders must have
the training and equipment they need to keep our community as safe as possible.”’

In a few days, Senator Collins will reintroduce her S. 2845 bill, the Senate version of the
intelligence reform legislation. Unfortunately, S. 2845 retains some of the flawed structure for allocating
homeland security assistance grants. Under S. 2845, DHS would first allocate the higher base amount to
each State, and then an additional amount on the basis of risk. The failure of S. 2845 to reform this
structure means that DHS will be instructed to allocate far too much funding without regard to any risk.
Also, S. 2845 does not require DHS to evaluate and prioritize applications based upon risk or need.

At the end of the day, the differences between the House and the Senate can be explained by the
fact that Senators from rural States have grown accustomed to grabbing disproportionate slices of the
federal money pie. More generally, block grants are to the states and localities what entitlements are to
citizens: money that flows to them automatically from the federal government. The lure of easy money
for their recipients has made them popular with Congress.

X. Conclusion

In the largest open society in the world, improving homeland security is a challenging task.
Among other vulnerable targets, the United States has thousands of miles of borders, thousands of
bridges, sports stadiums and shopping malls, hundreds of skyscrapers and power plants. Certainly, the
attacks on Washington DC and New York have put immense pressure on the Administration and
Congress to show that security against future attacks is being enhanced.

A common path to bad security is knee jerk reaction to the news of the day. Sadly, too much of
the U.S. government’s response post 9/11 seems to be exactly that. Some are telling is that we are in
graver danger than ever everywhere in the country and that in order to be secure, homeland security
spending needed to increase drastically. Yet, because most of the money is allocated on a political basis
rather than a sound cost benefit analysis, much of the new spending will not result in sound security. In
other words, the security we are getting against terrorism is likely to be ineffective, yet comes at an
enormous expense.

By definition, the purpose of homeland security is to make America safer. As such, wasteful
spending and grants to state and local governments do not achieve that goal. In the same way, the
federalization of law enforcement and fire departments appear to be ineffective ways to address our
homeland security problem. In some cases, they might increase our feeling of security but in reality they
might even make us less safe.

Economics suggests the following: spending decisions should be based on a true cost benefit
analyses. It means that homeland security money should be spent strictly based on risk and potential
damage. To that extend, minimum guaranteed of funding for state and local government is
inappropriate. Identically, tools that have be proven to be ineffective in the past should not be used for
homeland security. It means that we should move away from the grant system altogether. To the extend
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that this pure reform could not be achieve, it is clear that moving to system that mainly allocates money
based on risk is an option far superior to the status quo.

Economics also underlines the need to more formally deliberate what level of government is the
best suited to make homeland security investments taking under considerations the public choice
ramifications of the alternatives. And finally, it requires paying particular attentions to pork barrel
spending and sanctioning it.

The challenge of determining what the best security investments are will remain and should be
left to security experts rather than politicians. Governments, by nature, are very inefficient institutions.
We must accept this as fact. So instead of thinking that the solution to 9/11 is more and more of the
same approaches that failed us, policymakers should start doing the analysis needed and making the
tradeoffs as to where we should focus our limited security resources.
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